BM668 T MK T2k ik e i ;- At v3.00

BM668 WCDMA

= =

3G TR TR HRR{EFFH

BM668 WCDMA
3Gk ZR G ER PR th 33

® TfEdifk. DC9~—25V

(#FREDC12VI2A)
® PWR E!!.ﬁ?ﬂfhﬂ
® LAN ikt

® VPN &I

® WCDMA FEH aptT

@ LINK E&S#iwL

® 0 RJ4511/48511/23210
@ Hh%: aw

® T -20~T0TC

B1W 42|/



BM668 T VK FekBg Has FH - it v3.00

B #
BB - - -t 4
1L R - 4
12 B R e 4
0 T = 1 - T NSNS 4
1 R e TR 4
R PR 5
2.0 PR - - 5
A S e 5
R I T 1 i R e 7
AR BB --- - - 7
B3 TR - - - - oo - m e 7
3.2 BB - 9
B3 BRI - 9
BE RREEIEE----- - - - 9
T L 11
42 BWEERPCHUPHIEE- - - - - - - - - - oo e e 11
43 Y EERE- - - - - - - - - - m e 12
44 BB R H R - - - - 13
441 SystemInfo (RGMEE) --------mmmmmm 13
4.4.2 PORT(FIGEHEI) -~ - - - o= m o m s s o s oo oo 15
4.4.2.1 WAN Setting (WANEIBEE) - - -« oo oo oo 14
443 NETWORK (BBEHIHBED - - - - - - - - oo m oo oo o e e oo 16
4431 DHCP (DHCPHBHE) ------mmmmmm e e e 16
4.4.3.2 DNS Setting GREBHT/ENEIMEBWE) ---- - oo 18
4.4.3.3 Static Routing(B&SEEH) ------ - 19
4.4.3.4 VLAN Setting (BEBVLAN) - - -« - oo o m oo 19
4.4.3.5 Mac/IP bind (PHIEESRRE) - - - - - - - - - c oo e e 20
444  FIREWALL (B KEEBEE) - - - - - - - - o oo m e oo e e oo e 21
4.4.4.1 Options (BKBEFFEEIT) - - ---- - mmmm e e e e 21
4.4.4.2 TimeSchedule (BFKBEHRIBRRI) - - - - - - mm o e e e 22

B2 W 42w/



BM668 T VK FekBg Has FH - it v3.00

4443 IPManage (IPBH) ----- - - oo e 23
4444 PortManage (BB H) - - - - - cm oo e oo 24
4445 PortMap CHFBREE) - - - - - m e o e 25
4446 1P MAP CIPBEE) - - - - o oo e oo o e oo 27
4.4.4.7 Strategy (B KBEERME) - - - - - - m o e e e o 28
4.4.4.8 Spi (Stateful Packet Inspection RSB LRINBIFG KBE) - -------cmmmmmaaaao-- 30
4.45 VPN (VPNBEE) - - - - = mm oo m e e e o e e e e e 31
4.45.1 IPSec (IPSechEERIE T YY) - - - - - - - - e 31
4.45.2 IPSECstatus (vpn dRE) -----mmmmm i 33
4.453 PPTP (PPTPRZSBEBIE) - - - - - o mmm oo e mm e e 33
4.454 PPTP USER (PPTPRI S B FIUFBRE) - - - === === mmmmmmmmmmmmmmmmmmm e oo 34
4.4.6 SERVICE (BYIMEEBEE) - -~ - = - = mmmmmmmmmmmmmmmm oo 35
4.4.6.1 Time Setting (FJEJE) ----------mmm oo oo 35
44682 CLI (R T T - - - oo e ool 35
4.4.6.3 Upgrade (REFFE) -------mmmmmm e e e e e o 36
4.4.6.4 Backup/Restore (BEESBMIBMIKE) ----------mmmmmm e 36
4465 Reset (JREH) BB -------mmmm e 37
447 TRAFFIC BB - - - o« o o m oo oo .. 38
4.47.1 IPFlow Control (IPTREBHE) ------- - - mmmm e e e 38
4.4.8 DTU (DTUTHHED - - - - == <o oo m oo e e o e e e f i 38
4.4.9 WIZZARDHBEB ) - - - == === === mmmm o m e e e 40
4410 LOG (BZEHRE) -~~~ - - - - mmmmmmmmmmmmmmmmmmmmmmm e 40
4411 PASSWD (BEBFHIBEIRD) - - - - == o= mmmmm e e e e 41
4.412 REBOOT (EJEBEHIEE) -« - oo oo m e oo d e ff el 41
4413 LOGOUT GBHEEB SR -« - - - <= - - - - o m o mmmmmmm oo oo oo ool 41
TR PRI .. 42

FI3IWIF 2R



S

BM668 T MZk T2k Has H P Fi

v3.00

BM668 WCDMAZRF) TV Tk B 2%

$—E FE

ARICAEBMG68IC L i rh a7 it (1138 P 5 V2 AT DL I B

BM668 WCDMA

fren s, FFPGEN B R

=S v
BM668 WCDMA Router
1.1 kAUt
FRAS | B ik =
3.00 2010. 04. 30 |EASER zy
1.2 ZEHY

BM668_Datasheet V3.00

1.3 =8

B REA T B VR VELI T

BRSO R R AL 5t 3 e 2 BT IR =) S AR A NN R 22 JE S i b B 28 R AT

IRAFRIVER], AMSREREEATES B3, BUSIH, HER 2 2EER .

1.4 ZAR%iE

Ba4WI 2T/



BM668 T VK FekBg Has FH - it v3.00
YEREAE FELER B AR
CDMA Code Division Multiple Access Wyt
RIP Routing Information Protocol B% B 1E B X
OSPF Open Shortest Path First B MRASBE B B
QoS Quality of Service R FE
DNS Domain Name System Be RS
DDNS Dynamic Domain Name Server AR LRSS
DHCP Dynamic Host Configuration Protocol B FENRE N
NAT Network Address Translation P 4% k- 3
DMZ demilitarized zone R IX
PPP Point to Point Protocol RX R
PPTP Point to Point Tunneling Protocol FXT RS BB P
UIM User Identity Model FA P iR mIS R
VPN Virtual Private Network REAHE F M

BIE FmENT
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I PN R ULIEATK, (B4 20~ B R A 4 7] 0. GPRS(General Packet Radio Service)
AR FHILRS (GSMD NHEREHEHREMEAR, AT URGSMIIES:. GPRSHILMEIESEAE SIS 1%
77 AR, R UEE (Packet) HoRARHm, IR P78 8 S A2 DU SRt A5, FE
il AN E, #e EBONEE .
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WCDMA:

R
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FEFE T GSMM K JE H R IF3GEL AR IITE, & KK H i) 75 #F CDMAR: K .
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2.3 FEENH
FE T H
BEARSH
e i) R HWRE
HSDPA
850 MHz ig §824,\};§ bs
BM668 WCDMA 1900 MHz + f.2MbpS
2100 MHz HSUPA
L4%: 5.76Mbps
T#: 14.1Mbps
FE i

® AR B EIF R RIS Linux #E RS0, efdubicdt, SHPREZERE, BN RG

B0 f R
o HAwANE. TR, ¥RIE. W RIS RHLE
® SURFERA T
® SCHF QoS HudE
® SCRFRLAMAU 17 A B & BB AL

® (¥FTCP/IP. UDP. TELNET. FTP. HTTP %5%%

® ¥ DHCP, DNS, Bji-k#%, NAT Z:1)fE

® Y VPN client (PPTP,

® Y HiFZ Firmware

® Web fit & 7t

nER R -

IPSEC)

® 2G/3G K% (50KKSMARE)

® UIM/SIM: 1.8V/3.3V
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o {EIRSE: <95%

F10: 1x10/100MRJ-45M 1 1xDB9

7k BCE S . WEB

TAEHJE: DC9-18V (FrlDC12V 2A)

& 3W

JRX~F: 100 x 60 x 25mm

Hi: 0.24Kg

fAfigin . -40 °€85 °C

TAEERE: -20 °€70°C

PoE BERE
3.1 HEHRULEA

BM668M < ¥ %% HILEDFR 7~ T o7 T 3e & Lk (nfE3-1) , Hoe g AL T 3wl CniEs-2) ,
SIMKAGFEA T & ik - CnE3-3) .
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ERITREHB: (WEET)

femAT FRAT ¥EBH

PWR FIRFRN T

LAN LAN O WEEBFE AT

VPN VPNEBFR AT
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LINK HERFRRIT
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® M&EN: KM (LAN, RJI4A5) , REW AN XANEEL . PCHL, MR, AR
Cig i o UM ARE; Y\
® BiTH:O. RS232/485#:0, FIERALEE, RTU, PLC, mASHEHHE%. (DTUEETIER)
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3.2 REFPANE
WEFERFERIRAT R R FF
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® |E5.05Netscape6.0LL I %
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FNE REEEIRE

4.1 FHE

BM668 WCDMA — M3k FWeb i it (R E 71, AEfE i EBM668 WCDMAE NI Y. fEAE iy
NG R E S P T ThAg. i BCKHIIES.ORLE, 100003 H . & n] Avs i
http://192.168.0.254:10000 (192.168.0.254 &BM668 WCDMA ERINFIH) Huht, WiREEMHPFEK
T bk, 5 TEEERA GBS HIP)

4.2 & EFERPCHLIPHEHE

fic #BM668 WCDMA M | i i PCHLS W G4 TR — B, A AT BLEATIE 5 . R BAWindows
RGN0, ELEPCHUIP.

BENZR G, AL LA B A e A R, R P, HEN Q04 1/ TR ) S o AE 2 B Pk FE“Internet
PHY (TCP/IP) », BEAIPECHE S, WkEl4-1,

4 FibEr Bt @El Internet B (ICP/IP) Bt

BHl | S £l
ESERTER IEFEE I  NIAT LR BEiEiRan P BE. T,
ERE N FERGAEERMFEESY IF 1.
ES Intel (R) PROS100 VE Desktop C: BEEC). ..
FEEEERTAMA ) O BEh#EiE 1P Hudk @)
Bli crosoft FEREFH ® EFETER IF Mtk ©).
8l erosoft PRGN HEFHTENHAEE TF Hil (17 182 168 . 0 100

o5 FHEEITRIER

‘mTnternet HhY (TCE/IF) FREHW: 255 2585 .28 . 0
B @) 192 188 . 0 .254
it ®)
1iER
TE%‘% AR BN Bl TR @ ERTEY s BL B )
. Eif IS fR<-38 (B): 192 163 . 0 254

VEEREEES SR ER ) Sl 0 TR

RS RRR IR TR AR AR )

[ ®mE || ®E | [ ®m= [ BE |

(E4-1)

FEWEA-1A B S, S RIPHbE 220 5 BM668 WCDMALL T 7 — M Bt. F- MRS AN
“255.255.255.0", 5<#HBM668 WCDMAKIPHiLE. (BM668 WCDMAH ) i, ZRIAFTHDHCPI)EE.
PCHLH L@ i 4% B Zh3REPHb L") 77 sIREIP) 5E B B S, T LM Fping fr 41 & PCHL-5BM668
WCDMARER IR . wnEl4-2, [El4-3.
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B k3

= ERARER. M., W Internet SRS
-""_] iR Windows FHETHE.

T oo (EE o

[(wm= | mm | [0&e. |

(E4-2>

S WINDOWS, system32 . cmd.exe

Microsoft Windows HP [HFTt’E 1.266881
FfG 1985-2081 Microsoft Corp.

C:~Documents and Settings“Administrator>ping 172.168.0.254
Pinging 1?2.168.8.254 with 32 bytes of data:

Reply from 192.168.0.254: bytez=32 time=1imz TTL=64
Reply from 192.168.8.254: bytes=32 time<imz TTL=64
Reply from 192.168.8.254: bytes=32 time<imz TTL=64
Reply from 192.168.8.254: bytes=32 time<imz TTL=64

Ping statistics for 192.168_.0_254:
Packets: Sent = 4, Received = 4, Lost = B (Bx loss),

Approximate round trip times in milli—seconds:
Hinimum = Bms,. Maximum = ims,. Average = Bms

(E4-3)
WARBEWpingid, NIFR/RPCHLSBME68ALT [Fl— M4 =, & kBl ] Bk BM668 [1IWEB Fic & 77 [fi
AT EAVE R

4.3 ViR E S

L@ WEB 773, 15 i BME68IHIEL E F 1, XFBM668E 1T AL B Al . BM668ERIAWEB L B 71
FI il Ahttp://192.168.0.254:10000 (S 1E &bt ot vl DUESUt BRAIPHIE)

T FFInternet Explorer, 7EHHER: A% Ahttp://192.168.0.254:10000 4% FEnter. HILanink4-4
BRI R TSR E MG R AP 5EE, N5 Rd 8. BMe68H Bl 4"
521" A “admin”, “888888" (REEES) .
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B B TEI TN 0080 (0000 = Wiensntl [nternnt Beplorsr EEE
W AT EE6 Ema TAG emG

- 1010 ) [ vung /719 168 . & v xnT IR ¥ @ By
[ Login ]
User Name: .
Passward:
'
Lol @ Taterne

4.4 IEF RN B R

B, R R GG A (E4-5) I sl T A2 H R R I, T
LAt NBMB68 I 4E I D HE A HC B A A LI -

4.4.1 System Info (RGER)

[ system status and settings

L=
& Systen Info System Information

& okt Serial HO 002233445566 Systen load 1%
# RETWORK Firmware Version 6.3 20000728-9,2 fﬁ:“ wcti¥e  haylHour2Nin2TSec
i*] FIREWALL
i+ VPN
+ smvice
% ;’%FFE LAN IP Address 192, 168.0, 254
W i WAN! TP Address 113, 113.69.216 (ppp/pppoe) (signal: 31 )
B o ViN2 IP address Claze
5 passw VAN3 IP address  Close
g m WANd TP addreszs Cloze

DDNS Enable . Dizable

IHS 202. 96. 128. 86, 220. 192. 32. 103

Hetwork Mode Gat eway

+» Enable

Filter DoS Attack « Enable Dizable
Filter IP Attack . Enable Dizable
Seszions 39

gl it e gy———————— .|
(B4-5)

B 13 W a2 W
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System Information: (R%fEER)

Serial NO: (284 F%15)
System load: (RSCPULHZE)
Firmware Version: ([EERA)

—

System active time: (RGIa{THf[A]D)

Network Setting Status: (&4 BIRA)

LAN TP Address: (BM668 WCDMA ZhIPhit)
WANI IP Address: (BM668 WCDMA WANIIIP)
DDNS: (B4 DIREIRA)

DNS: (4715 B AIDNSEREL FRDNS )
Network Mode: (BM668 WCDMA T{Ef7)

Firewall Setting Status: (B k3ERA)

Enable: (B kIEFF RS
Filter Dos Attack: (Bjj 1EDOSXd7)
Filter Dos Attack: (B iEIPZ )

Sessions:  CGEEHD

VPN Setting Status (VPNIRZ)

® Ipsec Tunnel: (IPsec f%iE)

® Number: (IPsec PEiE#=)

® PPTP has assigned IP: (PPTPH M IP)

4.4.2 PORT(M%#0)

4.4.2.1 WAN Setting (WANA#E)

W27, A R B L P ppp (modem) HEFZ". L E AN 4-6

HRHEANE ISP, WAN Hic & 55 Static IP([& 52 IP), ADSL, PPP, DHCP (HZIAEC IP) PURhAH R

FE14WEka2R
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WAN Setting
Choose WAN Port WAN 1 v WAN Setting FPF (modem) v
Uzername: CARD Password: [T}
rrtp_Username: rptp_Password: ases
prtp_Server: pincode:
Band Rate: 115200 Local IP:
Dial number: #TTT Time schedule: w| -
AT Strings: ATHCSQ 0K  ATW&D2 OK
Network Select v
Cormection Interwal a0 (Rarge iz between 205 and 120s)
Get DNS from ISP? O Wo ¥ Tes
use COMpress O Wo @ Tes
Vhelox oinatircane ® Mo O Tesz, Idle time zecond

dial?
Whether to restrict

packet zize? O Ho @& Yes,Max 1412 Evte

Bandwidth(kbit/s) Upstream: 500 Dovnst rean:|2048 MAC Clone:
(E4-6)
7EChoose WAN PortH i 7 Z L & IIWAN 1, WAN Setting H i #5 75 Bi 1) )7 0o AR = 52k

MAEAFKEE: (RS REEAL B)

FEmEE | EFEwand Usernam | Password | pptp_Password | Band Rate | Dial number | AT Strings

AT+CSQ
OK
BM668
wan3 wap wap wap 115200 *Q0# AT+CGDCONT=
WCDMA
1,”IP”,"UNINET"
OK

PPP (Modem) HiEHkSiE#E:

E2GIRGREEM & #TIR 5%, BEEAmMWMEL-7.

EE: WERFERESHUISPRENSEONE, WISPRAHRSSHE, HERBK-
Username: Fif4 Password: 5

Band Rate: J4¥%  Dial number: 55

Time schedule: SEBFFHN]

AT Strings: ATF/FH

Network Select: P4%i%#

FE15 Wk 42nr
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WAN Setting
Choose WAN Port WAN 1 V WAN Setting FPF (modem) "
Uzername: CARD Password: LTI
pptp_Username: pptp_Password: [T11]
prtp_Server: pincode:
Band Rate: 116200 Local IP:
Dial number: #TTT Time schedule: | v (59
AT 5Strings: ATHZEQ 0K ATWA&D2 0K
Network Select :v:
Cormection Interwal a0 (Rarge iz between 205 and 120s)
Get DNS from ISP? O Wo ¥ Tes
use COMpress O Wo @ Tes
Whether t i
dizl?er o use require ® Mo O Tesz, Idle time zecond
Whether to restrict
packet zize? O Ho @& Yes,Max 1412 Evte
Bandwidth(kbit/s) Upstream: 500 Dovnst rean:|2048 MAC Clone:
(E4-7)
- »
4.4.2.2 LAN Setting (LANE & E)
ARG ] 1% E BM668 WCDMA ™ i fFILAN Fl k. 2mE]4-8
LAN Setting 2 exit
=l Syztea Info
= PORT
= AN Seting
W LAK Subing LAN (edit} 192. 165, 0. 264 255. 255, 256, 0
* RETWHEE
#! FIEEWALL
+ VPN - ; i
¥| SERVICE Ll Brosdeast arp informstion{Prevent arp cheat) speed £/2(1-300
* TRAFFIC [ 4pply
= DTU
=] WIIZIARD
= Lo
- t
=] pAsSYD [ Reboot |
—1 REBOOT
2 LoGouT

(E4-8)

4.4.3 NETWORK (B BTl B8)

4.4.3.1 DHCP (DHCPi% &)
LAN N34 ik i B s3h 40 il % &, B 4-9.,

# 16 W 2 K
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DHCP Setting

23 Syztem Info

+| FORT

- NETWORE [“IDHCP Server
= DECP Clauto apply to the IP which iz binded with MAC address.
—J DNS&DDNS Gateway IP ;
=) Static Routing (optional)
—J VLAN : oS loptional)
=) Mac/IP bind Begirming LAN IF address g2, 163 0. 100

+! FIREWALL

+ VPN Endmz LAN IP addre=s 192, 168. 0,200

+| SERVICE LAN subnet mask 255. 256. 255. 0

+! TRAFFIC

SR Apply

=] WIZZARD

= LoG

= PASSWD

=1 EEBOOT

=] LOoGOUT

(B4-9)
e DHCP Server: ‘A% EDHCP

e Auto apply to IP which is binded with MAC address: B3N HT E45EKIMACHHE
e Gateway IP: HEWHEE (AiE)

e DNS: HEDNSHibE (AT

e Beginning LAN IP address: H 4R HE Ak

e Ending LAN IP address: B 3 73 BC i 45 R ik

e LAN Subnet Mask: B 3h 53 B B 7 R

RE G M Apply” I

4.4.3.2 DNS Setting (& @354 K E)
AT A F 546 72 DNSHR 55 % Hu bk I C B A% & sh 42 ThegE . nE4-10

FE1TH 42,
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DNS Setting

] System Info
I*| PORT
SR TRORE DHNS serwver .

) DNS&DDNS 220.192. 32. 103

3 Static Routing

£3 VLAN

3 Mac/IP bind
+ FIREWALL
[+ VEN DDNS Serwver 3322, org w
|+ SERVICE Host Name |etek. 3322.0rg
i*| TRAFFIC Uzer name
& D7 cnetek|
() WIZZARD Password [, _.eee
B LoG
3 PASSYD Enable ® Yes O No
I=J REBOOT
= LoGouT

(E4-10)

DNS Server: FzhiEEDNSHRS &, T E ERAIDNSHRST & =4
DDNS Server: M FHrsil3 sk ST sh A4 RS v

Host Name: A H RS & W14

User Name: i MFahasidida S-A5 00 H - 44

Password: VEA B Ik 44 R4S ) R

Enable: e Ao P L T g

SERUE R Apply” BI AT A 2.
VtH]: DDNS(BhaI8 44 ThE) 245 HI - IRE I B A5 22 WX IP WL 21— & ] 72 s A% b ik 55-45% |- BM668
WCDMABEHRIR SHRFIPLLE, 2R A SRIUIP AR 384 i A 5 2% o ELIBRIN B i B e s dl i 1)
[ 5E frsskAn,  RIAT B A% AT U i 236 B I BM668 WCDMA.

4.4.3.3 Static Routing (B4 H)
MR E FAS e, P AT DA S S — g I I R R A, FEM SR SR EL R A, H O F)
e — M 2% pir 2l R AR ME— HO TR DL N RIS ES .

W E AR E, T{#BM668 WCDMASZH F 7M. wE4-11

FI18 W42 n,
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- USER: "static Routing

3 syztem Info
|+ PORT
[=| NETWORK
= pHCP
= DNSADDHS
& v
3 Mac/IF bind
[+ FIREWALL Pags: 1/0 Frevt
|*) VPN
|+ SERVICE
[+ TRAFFIC
& po
2 vIZIARD
B Lo
=3 pAssWD
2 REBOOT
3 LoGonT

(E4-11)
M Add" N E S, anE4-12
Add Static Routing

’-IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

|

Destination IF |
Addrezs=

Subnet Mask | |

Default Gatewsay | |

[prly] [Cancel]

(F4-12)
e Destination IP Address H [{JIPHihL
o WHE TN —BkME %1192.168.0.0 Subnet Mask
TR Default Gateway ER A X R — Bk £ o i X DG 15 46 bk

4.4.3.4 VLAN Setting (X EBVLAN)
REAUR IR 55 o ST % DD RERFL AN o B8 45 ) 5 N A B UR R0, T P24 308 5 .
nE4-13

F19 W H a2 W
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VLAN Setting

3 Systen Info
* PORT
= HETWORE
=1 DHCP
o
=) Static Routing
5 v
O Mac/IF bind

#| FIEEWALL Page: 1/0

* WFN

#| SERVICE

* TRAFFIC

=1 bIU

2 WITZARD

=J Loz

=) PASSWD

&) REBOOT

= LoGODT

(E4-13)

M Add” AL E S . mE4-14

Add VLAN

Network Address
Subnet Mask

MNetwork Port LATl w |

lﬁpply] [ Cancel ]

(E4-14)
e Network Address: W&l

e Subnet Mask: TR

e Network Port: W 2% ¥

4.4.3.5 Mac/IP bind (IPHiE485E)

1M g fIMac itk 5 1P EBEAT S0 72 K 3 B IR 2% b B My B b 5 1Pk BEAT 98 58, AT DA
BRI 2% B L A BB IPIR B, DRAUESE T-IP IR 2238 SR, T 21 SR 45 1) TR0 St 24 R AL 1P 5 48 5 FIMAC Hiu i
AMFFRE, RIELONZIPIRS . MACHRE Dhfe 2 M T 902 — L Z A B RIPAIRFBUP . WEl4-15

FE20 W kaemnm
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LAN IP binding

—

Enabl
= Systen Info 5 O
+ PORT
Binded IF _ — - Band one LAN IP asddress 4o MAC
= HETWORE [1.1.1.1 00:13:E8: 20:20:05 | sddiass, g
5 pECP 192, 168, 2.2 00:0C: 29: 49:F5: AC
5 DNSEDDNS
'_ﬂ Static Fouting Indicates we bind IF address
:j'ﬂ..m 192, 168, 2.2 o WAL address
B Mac/IF bind 00:0C; 20: 89:FO: AC. Femenmber to
; kaap blank space betwsen the
+ FIREWALL two addresses, One entry for
+ VPR each lines. Click below “arp-
+ SERVICE table” butten to display
_..- I 1 currert IP-MAC status,
= bIu } == arp_table
=) WITIARD
& Loc [J allow new user
=) PASSWD
= REBOOT Saom
= LoGouT

(E4-15)
e Enable:  JFFE¥Hthhl48E Dhfe
e Binded IP: MAC4bEith, 7EHHIHS 7 B4 e MMACHIIERIPHIAE . M inin&4-17, FATHS —A
e ARP_table: Zsx &840 fihk
FEMACHEE M Fh g NI IBR SR E WA G, i Save” (RAEFSFHERK.

4.4.4 FIREWALL (Bjk35i%HE)
4.4.4.1 Options (B k35T 5 LETH)
T I TUTH] H AT R T B I R K e T . 0 Bl 4-16

Setup Option = et

= System Info Attacks Prevention Option
= [ Filter 5YH sttack Threshold: . o'z Filterad : 0
*| RETWORK
=] FIREWALL [0 Filter TDP attack Threshold: pfs  Filtered :

B Opricne [¥] Filter Ping of Death attack Threshold: | pE Filtered :

2 TimeScheduls

1 TP Hanage ¥ Filter Tear Drop attack Filtered @

3 Port Manage [ Filter IF Spoofing attack Filtersd : 0

&) Port Map

2 IF Nap [¥] Precaution on commen attacks Filtered :

!_: S:;:atur [0 Prohibit Ping from external network
+ yPH [] Hewly-added cormections/secfuser  Mas: | {10=40) Filtered :
+ SERVICE [0 Maxi comcurrent sezsionz per user  Mae: |{100-q00) Filtered :
;3 ERTADHIE D Ensble warning log
= VIIIARD The log server address:
= Lo
2 passm
£ FEBOOT
2 LoGoUT

(E4-16)

FE2mkaemnm
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Filter SYN Attack: B EITIESYNEd, BEAXXXE/AD . SYNY )& TDOSHdi iy —Ff, ‘EFIHTCP
AR, R KRS R, FERCPUMNE R IR . SYNIZLFR T RERLMA L, I8 AT LA
JEERR S, B KRR RS

Filter UDP Attack: IdJ8UDPHCl, JLJEHE R A sl P> AL R G2 18] 4 ERFUDPER ..
Filter Ping of Death Attack: idJEPing of Death X7, i/t & Ui FET-Ping” o X PP IEIL K I%E K
T65538F T HJICMP L, A #:AF R G0 it

Filter Tear Drop Attack: iTjETear DropXili. %X tiFFHHUDP L E AN & & mE(RESHEEHE =
RIPEHwWBEENTE-FERNAE, MHE EE - FIPEKData, HAEEE—FHER, Xt
RESBIZ) KRN KRG ENARERS B, RAFEEIE.

Filter IP Spoofing Attack: iTEIP SpoofingXiti. %M T NINIPEIA, & —FIRBUH 7 i B R L
ARV R EOR,  BIBGEF B Oy P i+ RN LURIR(E B, IRz (5 Bk E T HRM L.
Precaution on common Attack: % WLEGH4FERTE .

Prohibit Ping from external network: 2% 1EAN# 4Mping.

New-added connections/sec/user: Rl 2 &EF0 #1452

Maxi concurrent sessions per user: B 7 i k£ ih %

Enable warning log: JTJ5 H E24R

The log server address: 5 H & RS2tk

WRKEG, s Apply” A3

4.4.4.2 TimeSchedule( k35Xt a])

M VB R I, T LAY B BT KR R R TR . i 4-17

Timetahle = oxit

3 Syztem Info

* PORT
1 3 L6120 16:25 -“{-dl.f:f:

* NETWORK
= FIFEWALL

O Options

B TimeZch 1

= IF Manage

=] Fort Hanage

9 Port Nap

= IF Map

= Strategy

O spi
+ VPN
*| SERVICE
+| TRAFFIC
= 07U ]
2 VIIZARD Pages 1/1 (i)
3 LoG
= PASSWD
= REB(OT
= LOGOUT

(E4-17)
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Rii“add” PN . nFE4-18

Add the timetable

> exit

Hame |

Beginning time I_DD v-.Lh |ﬁ:[m
Enable cycle operation Ending time 00 »h |UU VLm
Week Cior. CJtue Cwed Cdthu OFri [sat [sun

Beginning time |_196_9_T| !DI v| irDI vi iDEI vl |Dﬁ_| |_D_E|Ti

Enable single operation ) . ———— ——— . 5 g
Ending time  [1969 »| [01 w] [01 v [00jw]| [00 ] [00 ||

Note:
1. When there iz emptyw, that means no restriction. Applw
2.Cycle and zingle operationz can be enabled simultaneously.

(E4-18)

Name: B4 HK
Enable cycle operation: JT /& i AL
Beginning time: JF 45 [A]
Ending time: SE T [A]
Week: #EEHJL
Enable single operation: J )& #.7Xit%)
Beginning time: JF 45 [A]
Ending time: SE T [A]
Va: -‘%:

1. HEITOAZERS, RARAPATIHR.

2. TR RIBRIRAES W LRI 5

3. HE X FR NG, B ZSNE FEEWAN SettingF TimeSchedule TR xE X HIFENI 4
o

wE TG R Apply” £ .

H

4.4.4.3 IP manage(IPEH)
I IPEHEE, W7 R IPEIPBOHATE . WiE4-19

IP Control = exit

= Syztem Info

* FORT

* NETWORE

= FIREWALL
= Opticns
7 TimeSchadule
=) IF Uanag
=1 Port Manage
3 Port Map
= IF Hap
3 Strategqy
= api

+ VPN

* SERVICE

+ TRAFFIC Page: 140 1 |[ms] [2ad]
= Wil

=) WIIIARD

2 Loc

2 PASSED

D REBOOT

2 LOGOUT

F23WIkaenm
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(E4-19)

Add IP » exit
HName*
IF Address | Click “#" buttorn, wou
} e e ———— 1 can choose IP-MAC
O Single IP Subnet Mask addre=s=z from the pull-
MAC Address - dowr “arp—table”.

IP Address

O IP Group
Subriet Mask

Beginning IF
) IP Section
Ending IF

Fill in either of the below 2
ztyles, e. z.:

& IP or Domain Name A, 192.168.1.23 B. www. google. com You
can fi1ll in max 2000 IF addrez=es,
which enabling wou batch IF management.

(E4-20)
Name: #4HR
Single IP : HJlIP
IP Address:  IPHidl (i N0 E I FI R k)
Subnet Mask: PR (255.255.255.255%K 7~ —4MP)
MAC Address: ##iihE
IP Group : IPZ1 IP Address:
IPHiHE i, L0 1 51 3R R )
Subnet Mask: TR
IP Segment: IPE
Beginning IP: #24AIP
Ending IP: giRIP

IP or Domain: NamelPii 4%, % nJ4H520005
4.4.4.4 Port Manage (i AEH)
R 2R G5E B R U RT I0 Fsi REU, AE  TT HR RT %BM668 WCDM A 1148 F R i HEAT

., mE4-21

F2aWIkamnm
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Service = oxit
r -

= Systea Info Dﬂmr'
+: PORT Serial No | bbb [Far. Rangs ‘riacol] Cparaticn
+ METWORY i RetMersting 1720 TCR/UDP
=) FIREWALL 2 2 2000, 4000, 443 TCR/ULP

=1 optians 3 PPIP 47, 1723 TCR/UDP

2 TimeSchedule 4 sHEP 161-182 TCE/UDP

51 IP Manage § TP 122 TCR/UP

'.-3 E‘; Irl :“.I;" 8 e 0-66535 TCR/UDE

B lww T GUAKE 20004, 27000, 27910, 2760 TCRAUDP

= Strategy 8 AL E180-812q TCRUDP

3 mpi 9 IHFO_ADDRESS 17 TCR/UDE
*! YFH 10 IEE 500 TCRAUDP
+ SERVICE -

Page: 1/5 1 TS [(WextPage |
+| TRAFFIC E:j
= p1u
= WIIZARD
3 Lo
3 passw
=) REPOOT
3 LoGouT
(E4-21)

el s Default” f/-BM668 WCDMA R B2 B 15 IR 743 A st D50, i Manual” ] B 5
XCECEF P AR A A i R .
4.4.45 Port Map (3 D BRE)

iy 1V RIS 50 A2 46 PR S B LIRS B AR 25 1) — AN B Ptk B, RIS ZEZ bt B B — AN INAT 804
e E B e, N TR B, B AR /N R 2% B AE — SRR IP UL S

it VLR — M FHORAEM 26 BB A LIRSS, JEEMLZ SN P (minternet BRI 154 1) 19 2% 2
HiE K, 1Psec500fEH: KARLE1E K 3| O3 4 I A PR BT SR & o RN K 111580 Chttp) FIPHE
1£192.168.10.2, IS4 T AMREIhtpiE R AR & HE Kk $)192.168.10.21X & ik % .

fn] LU L D e 4IPS L inWeb il i, Email, FTPEEIRSS 48 Ik%s . wiEl4-22

FTP Client
WANWW Browser
Telnet Client

—
L e
L ll"ll

—d
SMTP
- POP3
IP=206.86.181.25
FTP W
N <7 TR

Mail Server + FTP Server

192.168.1.2

Port21+ 25+ 110
~

WAWW Server
192.168.1.3

IP=192.168.1.1

Port Mapping:

All packets to port 21==182 168,
All packets to port 23==152 158,
All packets to port B0==>182 168,
All packets to port 25=>152 168,

1.2
1.4
1.3
1.2

All packets to port 110=>182.168.1.2

(E4-22)

FEo W42 nm

- _ Port 80
* ,?h

.k-ll--..,_....

Telnet” ™" "fi —
= %

Telnet Server
182.168.1.4
Paort 23
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= oxit

Ol System Info

* PORT

+ NETWRE

= FIFEWALL
= Opticns
= TimeSchedule
3 IP Manags
= Port Manage
B Port Exg

21 IF Map

= Strategy

= mp1

+ VPN Pages: 170 1 YES| [Add]
+ SEEVICE

*; TRAFFIC
= BTV

2 WITIARD
= LG

= PASSWD
5 FEBOOT
=1 LOGOUT

(E4-23)
76 G A AT DA B 1 O WS 3 ARG ARAS o 20 75 R 08 (6 ke 5 i 11475 A e add” o 3 NI AC

B, wmE4-24
PRA] PA— IR A B — N 1, W 4-24F7 7 :

Fort Range# 9000 —
Eange of Mapping Ports B000 —
Server

Mapping zerwver* 192,168, 0. 153|
Protocol ALL

Note: Items with #are mandatory

(E4-24)

¥ Port Range: & H12% i [
¥ Range of Mapping Port: PN W 15 2%t FH )i 11
3 Mapping server: WM HIIP, #1:192.168.0.153
W E4-24 17524 192.168.0. 1531180003 1 5} 3| #% 1 2% 190003 11 .

PRUGFTRA— IR BRES 240 11, 1 B 4-25F 7 :

Port Rangex 10on = 1050
Fange of Mapping Ports 4600 = 4650
Server

Mapping server* 182, 168. 0.5
Protocol ALL »

Note: Itemz with #are mandatory

(FE4-25)

26 Wk ae2mnm
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3 Port Range: % #% FBLS ot VG 20:  1000-1050, ¥ 1100048 10505 # 2 4 it i

% Range of Mapping Port: P4 = 75 B S (10 1 G 4. 4600-4650 (3% Has 1 11000Z 1050%% 1

LT 2 N N — & ¥ % 1146002 46503 1 )
X Server: PEHEMIPHILE (—MRIFHAHIES, 2%HMSWAN Db OSP4 TR E)
¥ Mapping Server: PR H 75 Z g0 w1 % A& HOIP UL . 401192.168.0.5, XRS5 1 8% b i 4 ik

S 3 IPHLhE192.168.0.58188 1 it % s 11 E o
¥ Protocol: BLGFHY, WIESETCPERUDP, i all (all&X/RTCPFIUDP[H AR HLGS) 58 s insk iz

MUR, s Apply” A%
& 4-2501 7~ /2 11192.168.0.5/(14600-4650% 1 B 51| 7% 1 %% 1 1000-10505 1
SERININE B S, s Apply” AL

4.4.4.6 IP MAP (IPBLED)
WX S ANRE BB R NP HSE, DAZNER It — B Fe 4 A BEks IP IR i 5 A R 28 R A BRI 1k, G 1 IR Fr)

Mtk (218.18.211.42) HEZMUERINH — GRS S 00IPH#AE (192.168.0.5) , ik4~W H 7 i i 15 7]

218.18.211.425kfE %0 4> FIFH192.168.0.5 % . {nE4-26

= exit

P Address Mapping

= Systea Info
* PORT
+ HETWOEK
= FIREWALL
3 Options
= Timelchedule
21 IF Hanage
2 Port Muroags
=] Fort Map
B 17 Map
= Strategy
O =pd
* ¥EH Page: 0/0 1
+ SERVICE
*+| TRAFFIC
= b0

= WIIIARD
= LoG

El

B
;

= PASSWD
= REBMT
=1 LoganT

(E4-26)
EWE4-26 T RE B A T AU IPARAL, i add” 38 H0 3 e U . anEl4-27

FEoTW Ik a2Rm
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Add IP Address Mapping ) exit

Server IP Addresss#

Mapping Serwer#

(E4-27)
e Server IP Address: BM668 WCDMAZKHL I WANH1E
e Mapping Server: P75 Z4G B IP Lk
WE e UG R Apply” AE 2.
EE:
BM668 WCDMAWIRME L 5%ER:, BKIRTIPHLEA AR LB, WANDIPHZR 5 CECE 1)
RS HLIU B 45 2R3
4.4.4.7 Strategy (¥ X 3% SRB%)
77 K 438 SR T LA P 2 Bt L, 44, SOPF IR SRAF AR A SRR, B BUHG 0 2% 22 e O L e, 4%
Uy e A PP At DX 28 90 B ) A Ut IP i, H A HBIP R AP B R , FF g 72 15 LEIX AN IPL & 2 1 BT K3
2 P26 5 I BN, 5 B BT A B KBS GRS 548 1E T A Internet (95 1) .
2 g ST I R 2% U I BN, A, SRR B BRI, {ER A IO A% BR AR 7K
AR H B SRR ANk 1 DU SR
e LANZ|BM668 WCDMA f{IHTTP i 45 & 7K izt 78 VR
MLANT R FIDHCP R % 2 7Kz Fe VFI;
MLANG R IDNS AR 55 & 7Kz f v 1
MLANZIBM668 WCDMA1]Ping /IR 55 72 7Kz fu v 1,
SR i B U, N El4-28.

FE28 W 42nm
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=
=] Systen Info
[* PORT
[* NETWORK

5 options

Packets Rule # exit

—

Fage: 0/0

(E4-28)

M add” EINFTHISRES . WEl4-29

] Sy=tem Info

| PORT

= FETRRE

=] FIREWALL
2 oprions
2 TimeSchedule
B IP Nanage
2 Port Nanage
3 Port Map
2 IF Nap
'_".3 Strategpy
[=a B3

% YFR

{*| SERVICE

(¥ TRAFFIC

= pru

I ¥IZ14RD

B

3 Passwn

5 rEROT

2 Locout

‘:.A.dd Packets Rule = exit

’—

E Enatle
Serial Hoe {(Thie mmaller Sarial No, the haghesr priority 1%t hes,
Log Idertity | ] tpdvs o epecafic nans for tha log, the maktmim lsngeh 1520 chsractars)

Comtent Filter | | GPacket Obomair name ONonstandard HTTP request (OFile suffix

balm G0 OiBlock MSH (WER Lk

[omain name” can be complete or partial. Can Till in several ones, separate them with blank,
el % i s

. "Fils puff ot exe o dor separate thes with

itLe",
Direstion | LAN-DTAR ¥ LW IP |Select w iy External network T.P:‘Se-leﬂ ¥ e e
Fervics | Gelact #hy IP type | Select » Bandwidth Control |
Timetable , Select ¥ g
Expla aridwid 1 et thn or pec IF sckets sucend Ea 1

T (i3 ind

When comply with shove conditions (rules)
Pazx W

Items with sare mandatory I_-'lnFﬁ_‘ll

(E4-29)

e Enable: IEIF)A

e Serial No: #W&/FS (JFS5H/, e

e Log Identity: HEFR (ATHKEK20METRREHEF, RoRiZHKEE
e BM668 WCDMA 41 T EVDO L # i #% F

e Content Filter: JIJEN A FRFE, AR 7138 Py 0L BT L 3L 1

e Packet: %iiEf

e Domain name: 3%, AW DSHS ERTIRE &7, —KATLIHE 2%, AKX 0.

F29 W Ha2W
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e Nonstandard HTTP request: AFrifERIhttp request

e File suffix: X EZ4, W exe\*batd, —{THAHAZA, HTHKIX 5.

e Block QQ: FHi1EQQ

e Block MSN: [HIEMSN

e WEB LOG:JF Ml H &

e Direction: P kK3E%Ei&E il

o LANIP: PMHiHL

e External network IP: #Mw ikl
e Service: %

e |Ptype: IPZA

e Bandwidth Control: 7 7 FR

e Timetable: ZRMEH A&

e When comply with above conditions: 4FCE i FiRETE, EEHATHN .

e Pass: T
e Deny: 4
e Pass&log: JBUTIHFIEAHE

e Deny&log: EAIFICAHE

4.4.4.8 Spi (Stateful Packet Inspectionax{RA FHE Aok 1 BU B Kk 3%)

B ANER SR (BIEERE T (socket pairs): JEhE. HA9HbhE. P55 DO H s B
FKAY ., TCPYMIGEBLIRASFUHE T I [A155 ) HEAT R I A T 2 B o 75 i AR B I 7 Kk 8 o BEBR T B8 58 A )
FALT R KRR B TAESN, IBTE H O N AE R e — AN EREEBRIRAS IR, LU st R ki A

HHE R 74, WmE4-30

Session Table

. (9%, 168.0, 254 [y ]
= Syrtea Tifs Find: |192. 0680, 264 | Sueey | oy

* PORT
* HETWOEE
= FIREWALL 1 tep TIME_WAIT 192 188.0. 100 617
& Options 2 tcp  TINE_WAIT 192, 168.0.100 et
3 TimaScheduls 3 tep  ESTABLISHED 192, 188.0. 100 2580
4

= IF Kanage .
B Fort Mansge tep  TINE _WAIT 192, 168,10, 100 e

=) Port Map
& IF Nsp
21 Strategy
= =

+ YPN
+! SERVICE

*| TRAFFIC
3 1o
= VIITARD

= Lo 1 ITES| PrevPage | | NextPage

2 passw Pagss 171

=) REBOOT
3 LoGouT

(E4-30)

B30 W k42 W

192, 168, 0, 264
192, 168, 0. 254
192, 168, 0, 254
1892, 188, 0, 264

10000
10000
10000
10000

= exit
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4.4.5 VPN (VPN H)
4.4.5.1 IPSec (IPSech#¥ g 54:H)

R A 7] ) S FH SR T a3 R VPN IR 5485 . & P o IR 45 3ii”

4-31

= Systea Info

* POET
* EETWRE

* FIREWALL

= VPN
=

.l'..dd.-?i"]'l' Setting

) IFSEC status

= PPIP

=] PPIP User

+ SERVICE
* TRAFFIC
= 01U

2 WITIARD
= LG

= PASSED
=) FEBCOT
2 LOGOUT

1BM668 WCDMATE AHVPNE F it 2 £ 8 iE#:48 € FIVPNAR 25, @, VPNFZIE .

Retwork Setting

_; Virtualizes VPN user as Moozl IP

O Support YFN tunnel transmit

[ Dizplay Cornectiom Status ]

(FE4-31)

.I ®client O Serwer O Server of client zoftwars

% Client”, fidi*Add VPN Setting”, #AKEBE M. WE4-32

Add Client's YPN Setting

User Name (LAN I
Local LANW

Remote IF or Domain
Name

Remote LAN

Paszzword

IPsec
Select [ THPUT [v]
IP Address |192. 168.0.0

Subnet

Mask 2650, 2560, 268, 0

etek. 3322, org
Select INPUT ]
IP Address |192.168. 10.0

Subnet

Nask 265, 265, 266. 0

IPsec

Sawe/ Lpply

(E4-32)

User Name(LAN ID): VPN 45 %% L B HIH 4
Local LAN:
Select: EFInput(EAN—"MED)
IP Address: BM668 WCDMA LAN [kt B (BM668 WCDMAZHiHihE, %1192.168.0.0)

Subnet Mask: T3 (BM668 WCDMAZ Hi 7P #hS )
%31\ It 2|

To succeed VPN cormection,
Username (ID) and password must
be zame asz the Server azsigned.

We suggest usze Uszername(ID) like :

clientl. wpnil. com

MNote:

In VPN, routing iz determined by
zubnets’ s IP addreszes. 5o the
subnets’ s IP addresszes can't be
conflict with each other, or
with that of the serwver.

B AT IR S A JnE

= exit
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e Remote IP or Domain Name: VPNJRZ25IP il 5% 45 44

e Remote LAN

Select: HEFEHAN—A

IP Address: VPNJRZZELANCTIPIE: (117192.168.10.0)

Subnet Mask: VPNAR#5LAN H -1 S
e Password: VPNR%% [k B K2

e Advance: mZ&KE, "IRKBEVPNIER, e 5%

e EAREE )G, M SavelApply” 424

ERE: EVPNRIZE T, ATLHES A FIMERRAE &, B2 T bRIX . B BT A IE VPN

AR S5 23 102 P i TN BEIR 28, ANRE 5 VPNAR 55 28 b 1) 1 9 1 58

B.

1BM668 WCDMA/E VPN AR 55 2% bt i

BM668 WCDMA T {F ~AVPNIFI AR 55 28w, ke

Setting”, BN E M. WE4-33

Add Server's VPN Setting

Uzer Name

(Remate IDD 1Eses

Feca Select | INPUT v
IF
Nkt 182, 168. 10,0
Subnet
Mask 266, 255, 265. 0

Remote IP or

Dynamic IP |
Domain Name =

Remote LAN

Select INPUT v

IP

e 192, 168.0.0

Subnet

Nask 255, 255, 285. 0
Pazsword IPzec

VPN gk 478, k£ Server”, fidi*Add VPN

X% exit

To succeed VPN cormection, Remote Username (ID) and
pagzword must be zame az the Client assigned. We
zuggest use Remote Uszername(ID) like: clientl.wpnll.com

For dynamic IF, no need to fill in IP address.

Note:

In YPM, routing iz determined by
subnets’ s IP addresses. So the
subnets’ s IP addresses can't be
conflict with each other, or
with that of the server.

(E4-33)

e User Name(Remote ID): ZLRVPNZ /i FAUHE I 44

e Local LAN:

Select: HEHFEHA—

IP Address: BM668 WCDMA LANITHE X B (BM668 WCDMAZ ik, %1192.168.0.0)

Subnet Mask: FM#fS (BM668 WCDMAZSH: TP A )

%032 W It 42 |
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Remote IP or Domain Name: VPNZ% 7 inlPHubk k4 (— B m Fik#EDynamic IP)
Remote LAN
Select: LN, BOGFE A W EE "
IP Address: VPNZ FiiLAN P B (#1192.168.10.0) . WiSelect i £ A A F BHIP I L ITAH .
Subnet Mask: VPN #5LANF MRS . dnSelect - i £EFAA W B i M L A3
Password: ZRVPNZ i FIHS (%6
Advance: FHBE, WHREVPNIER, n% 5

e EARAE G, M Savel/Apply” 444

4.4.5.2 IPSEC status (VpnIRZ)

HBEN BT, T PAR B 2 BT VPNRE ST AAAERRR S . InEl4-34

219.133. 64. 142 192. 168. 0. 0/255. 255. 255. 0 192, 168. 10. 0/255. 255. 255. 0 Connected 0

(E4-34)
Remote LAN IP: Xf /LANIIP
Local LAN: A&HiLANTIP
Remote LAN Subnet: Xf77LANIT-T W f#Ehi5
Status: EHARE

Comunication Packets Amount: &/ %dE A

4.453 PPTP (PPTPIRE LA E)

Wbz, EAEH PR ET Microsoft Windows NT TAEuh. Windows #:4E &% LK Hoe 3l

RS R R G L VT AR, JFRETR S IEARM ISP, #id Internet % R A 7] M2

n&l4-35.

FIB3 WL 42 ®E



)
Q BM668 T MK T2k ik e i ;- At v3.00

= exit

PPTP Setting

= Syxtem Info
* PORT
*| HETWOEE
b L [lEnable PETP
= YFH
=) IFSEC
O IFSEC status
& PP
=1 FPTP Ozer
+ SERVICE
EUIRARFICT
3 p1o Apply |
=1 WIIZARD
3 LG
=1 PASSYD
=3 REBM)T
= LoGOUT

Begining IP 192, 165, 0, 200

Ending IF 192, 162, 0. 210

(&4-35)

e Enable: JfJiPPTP
e Beginning IP: AL PPTPR - i FH - HIEELRIP
e Ending IP: Z3EC4APPTPZ i [ /1 45 R IP
P ic B 2 S IPYE 15 49192.168.0.200-192.168.0.210, 4 PPTP A i SRIE RS, 6 Hh 89K 78 1%

W BE— S REAE R IPRT . B 5E e i Apply” 42K

4.45.4 PPTP USER (PPTPH F &I IFACH)
TELLTUHH, XPPTPE P i Bk AE IR & . WE4-36

PPTP user = exit

3 Syzten Infa

*| PORT

*+ KETWORE

+ FIFEWALL

= VFH
= IPSEC
= IPSEC status
= FPTP
bl

+ SEENICE

* TRAFFIC

= 1o

g:g;;tﬂ"ﬁ Page: 1/0 |- Prﬂri?.!.-;e | NextPage ] lﬂl
= PASSWD

2 REBOOT

= LosouT

(E4-36)
fEINFE4-34, FTUARCARERH T, @l me Add” #EAVEAIRCE S, ASIETH

(mE4-37)

%34 W It 42 |
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Add PPTP user % exit
Uzer name [ *
FPassword . - *
Confirm password .
Static IF

Note: "Static IP" iz optional item, means will be assigned the static IP if wou select it, ensure it in the
FPTF allocation range.

(E4-37)
e User Nname: % iR 4 N (1) FH ' 44
o Password: 2/ i i A\ BB Y
e Confirm Password: #fil %L
e Static IP: FLEM ARSI € — MBS IIPHIYE . 1% P 8 Sk L PPTPARRJCKE 315 [ 52 (11P 1y

Hko GBEIUANIE, AR 5% aREAE B H S HIPYE FE T B 3O P 2 BEIP.

4.4.6 SERVICE (RZRFEE)

4.4.6.1 Time Setting (A% &)

4.462CLI (H4STLTE)
FESCAHE R N AT EBM668 WCDMA M AT FILINUX A 4, Al $ATHIa4F: ping. route. free,

ifconfig. fNE4-38

| Command Line = exil

‘ = Syztem Info
+ PORT
& RETWORX
* FIREWALL
+i VP Imput command lines
=l SERVICE
—_‘I Ting: Sot ing [ Execute commands | - Clear commands
3 Dpgrade
=) Backup/Festors
=1 Enzat
*] TRAFFIC
| = D0
=) WITTARD
= LoG
| = PASSED
=) REBOOT
= LG0T

(E4-38)
%35 W4k 42 W
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W ONAr 4 5 S Execute commands”, BRI & E 26 S HATE KE B,

4.4.6.3 Upgrade (RGF%)
W T, X BM668 WCDMAE AT # /- F+4% . tnE4-39

System upgrade

2 System Info

+| FORT

+| NHETWORE

+| FIREWALL

+ YFH

=| SERVICE :
2 Time Seting E136: v
o1
B Upgrade

2 Backup/Restore
=) Reset

+| TRAFFIC

= DTU

) WIZZARD

2 LoG

= PASSWD

] REBOOT

=3 LOGOUT

(E4-39)

R, #FEBM668 WCDMAXT M T 2, M Upgrade” JTa6 7. THJUSFE R 243-5

oyl T OAER BRI BRI IR .

THREHG, RER NGB RE R shic s, SERa Rdf it — DT ) e

R THPod R AT b R 2, S B T RETEIRIE R LA, LIS DL, S B R

AR .

TR EVRE AT — ) BB, & W FE P AN RE L2 S

4.4.6.4 Backup/Restore (FRES¥KE&MKE)

AN T ESHOT, FRARE, BRSNS EIRE. WE4-40

%36 W k42 W
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2 Syztem Info

[+ PORT
{*| HETWORK
i+ FIREWALL
I+ YPH
=l SERVICE

E Time Seting

B L1

.'.ﬂ Upgrads

Backup/Restore Config

—

Download config file :backup.vpn

(... )

File name: |

) Backup/Bestore

=) Reset

[+ TRAFFIC
£ pTu

2] WITZARD
£ 1o

21 PASSWD

£ REBOOT

2 LoGouT

(E4-40)

MR SO, R Restore” S ASHUIC B S
mii“backup.vpn” /] L3 24 5T RS S H0 R E ST

4.4.6.5 Reset (kEH &E)
AWMITIERE ) BE.

7‘:7“/%—‘

mifk“Reset” i, Kot RGKE M) WEKIRRHE, “BIE" RiE KRR BINKE. mE4-41

3 System Info
* PORT
+| NETWORE
+| FIREWALL
* VPN
=| SERVICE
2 Time Seting
B LI
= Upgrads

3 Backup/Restore
1 Reset

* TRAFFIC
= DT

0 WITZIARD
= Lo

=1 FASSYD
= EEBOOT
= LOGOUT

Loading.

[ R Pl

System load Loading. ..

System active

Microsoft Internet Explorer

i ng
\\y IE you resters o fectory defamliy, you will loms the configuratien you zat Befors, wra yeu
sars’

L

3

VAN IP addreszs Cloge
WARd IP addreszs Close

DENS Enable Disable
NS 202, 96. 128, 86, Z20. 192. 2. 103
Hetwork Mode Gotewny
r?:""l' _._JI'!'" il ab A
(E4-41)

VERL: “BARETPKELJS, BME68 WCDMAL [ 21 & ) BRIAFCE,  FJIn 16 DA 119 K 0 271
BIAHF4: admin

BRABRE: 8838888

ERiNIPHEbE: 192.168.0.254

FEIT WL 42T
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BRI FRIH#ERD: 255.255.255.0
T
LAl (FERJI-A5KI554)  DIENE LN W 2 10BN AT R 2 H ) BROARCE -

4.4.7 TRAFFIC HRiBSHE

4.4.7.1|P Flow Control (IPHRE®H)

A E S SiEm g, PR 2eeg IR ARV THAE, A RCE R Y, T AE R 2545 204G R A
FH o XT3 BT R P AL B ], RS 77 0 1 45 I 432 IR AT R, AT 1
B ERHT o5 I 2 B, o i a2 T DAORIE S8 2 PN B R L e . nfEl4-42

IP Flow Control = exlt

= Zystem Info
5| PORT ' O
*| KETWORE 2 L
* FIREWALL
+ VEH 3 L
-

SERVICE {Hote: gueus management will lower the system s
=l TRAFFIC . l performance, if you resd minimum upstream / downstreaa

B P Fl £ Erable queus namagement: L bardwidth for WAK ports, et thea in ahead, then reboot
= oI the rouater to effect qusue Ranagemsnt Zetting, )
=] FIILARD (Fhien queus managenent 1s not enabled, ONLY can set
o L Flow control type: Rucrimon baoudwidth B paimum bhandwidth kered
=] FASSYD =
B reroos (feply |
= LoGOuT

(E4-42)

FERC B S A T IR ARG IPAIZE RIP, BRI EATAT % N7 %, JFAiLEnble. s
“Apply” EPAERL.
4.4.8 DTU (DTUZIRE)

f# FIBM668 WCDMA F#2{itff Hh 178211, BM668 WCDMATTFEHEDTUINRE. ik b Th B ATKE A 4748
F1 - B 37 B AL i S 45 e i btk .t mDKs i e M BE O BAR IE R R 45 R O 2 Ihae T F TR RRNGR,
PLC,.RTU, =M% 4 N & HdaZ W fe4m. mEl4-43

FEMORNZERE T AR, &2 K5BM668 WCDMA L1 ) k55 HL 1 (U Rc E AN 452, LL4BM668 WCDMA
(7 KB TR B SR L.  BM668 WCDMARI; kb BARSEOEMR, WS BRI BT
B kB Je 30 R BRI A% i T 75 S B S AT RS

38 WL 42 ®H
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dtu eonfig = exit
= Systen Indo
#| PORT [ srar
T CON SETUP
*| FIREWALL
* VR baudrate IB400  w
* SERVICE parity TOFiE [
+ TRAFFIC
=1 bIh databite B w
33 WITIARD
= Lo £lurh chak ?;::a?;;::ltu erforce =ard to net
I PASSWD i
= REBOMOT b el ,m: Characters befer send to net
5 Losout (<1024}
timeout fluash WMax Timeout #o flushi{nicrosecond)
cloze ppp string for closs wanl ppp dail
start ppp string for star wanl ppp daal
HET SETUP
Loraert mode (8 transparent O dpcoam
IF mode & tep O udp
local port local bind port
sepver addr 103 102, 60,52
EEEVET POt aool
pang frequency per second

(E4-43)
e Start: ZJiLEITHDTUL)fE
e COM SETUP
Baudrate: B MEEHER (FTLLE9600. 19200, 38400, 115200)
Parity: ZHERH (noneXT, oddRAEKH, even HERE)
Databits: #FEAL (ATLAES. 6. 7. 8)
e Max char: il k7T
e Timeout flush: RS E] CGFD)
e Close PPP: XKHIPPP#S
e Start PPP: JFJiPPP#L*5
e Convert mode: {&i2M
Transparent: % Bi{&%
Ipcomm: P&
e IP mode: &L
Tep: LEFTCPITR
Udp: #%&#UDPJT
e Local port: BM668 WCDMAfii i ) A ith i 11
e Serer addr: LRSS AL

e Server port: HC R4 g8 1

39 W L4 ®H
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4.4.9 WIZZARD(Z B [45)

2 System Info
* PFORT
+ NETWORK
* FIREWALL
+ YPH
+ SERVICE
= TRAFFIC
EJ IP Flow Contral
3 oTo
B vI1lARD
2 Lo
2 pass¥m
2 RERSOT
S LOGOUT

biibuNara- GRS

‘Wizard Setting

WE LBping AR (BAALFD)

—

Hotes

1.Thixs Virard guidss you for the bazie seitingy
Z.The meitings wi1ll not take sffect until the roulsr reboots

return)  _next |

(E4-44)

T AR RA R 58 BB BT B A

4.4.10 LOG (R4H®)
BM668 WCDMA % 4t H & A& A T, @it HERE T L T R4 LARIRAS 3 B IS HERR Wk . anE4-45

= Sysren Indo
* PORT

* HETWEE

+! FIREWALL

* VPR

* SERVICE

+ TRAFFIC
& 1o

2 ¥ITI8RD
= LG

£ passeD
2 pEROGT
2 LoGouT

Syslog

e next” Z IR ERAE .

# exit

I—'

Dizplay lines ?.[IEI 2

EEEEEEEEZEEEESEEEEEEEE
BERIgatpapanaaRaniin

:05 pppd[8902] ¢
i 06 chat [8905] :
106 chat [8995] :
206 chat [A505] ¢
106 chat [8305]
:06 chat [8905]
106 chat [8905] :
106 chat [8905] ¢
106 chat [8505] ¢
;06 chat [8905]
106 chat [8295] :
106 chat [8995] «
106 chat [8595] ¢
;06 chat [8995) :
106 chat [8205]
106 chat [8995]
106 chat [RF05] 1
106 chat [8595] :
106 chat [8995]
106 chat [8905] :

OHLY daspley with

popd 2.4.4 started by reot, uad 0

abort on (BUSY)
abort on (R0 CARRIER)
send {AT4CS) M)
expect (0K}
ATHCS N
HCH0: 80, O

. |

0K

— got it
zend (ATADZN)
expect (0L}
‘R

ATADZ 'H'N

el 4

== gat .1t

send (ATDTETIT H)
timeout et to 75 seconds
expect [(CORNECT)

‘n

(FE4-45)

e Display lines: FER/RIHBEITEH. HK12001T

e Only display with: &t &R
NG HdiRefresh &% .

40 W42 n,
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4.4.11 PASSWD (& B H P %&59)
TE M UM 08 I B AL 1 2505 . BRINESAS K. 888888

& 4-46

Modify Password = exit

3 Syrten Info

* PORT

* HETWORK

+ FIREWALL

+ YFA

+ SERVICE Hew Pazsword

+ TRAFFIC Cont Pase

B b onfars Pazsword

=3 WIIIARD

~pi [Save]
=] PASSWD

= BEROOT

O LoGOUT

(E4-46)
N T RS A — G i Save” R A .
4.4.12 REBOOT (ERKEHE)

1EBM668 WCDMAE I eS8 )5, KRG B A A e B &, it i i ] X BM668

WCDMAHET ARG E H . nE4-47

Nicrosoft Intermet Explorer §|

\_:;:’) Are wou sure to reboot?

—wE [ BE

(E4-47)
HFREBOOT/E, # &% & E B A X TEHE, #iE /&I EES .

4.4.13 LOGOUT GEHFECE 7m)
MIE5EKBM668 WCDMAMEL B 5 & A f5, Wit dhie4dliB /e A m. nE4-48

Nicrosoft Internet Explorer r5_<|

\":i') Enzure Logout

E || B |

(E4-48)
RiiE, BEBERTE.

k- T V)
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FBHE FEREBRE
2 I:=N(vA ¥E | £E A
EAH & 1 N
9V-18VHLJR R 1 Ric12V
RJA5M 2% % 1 N
WA RLE % 1 FRBC
FARE BRI
DA 5 B Bk AR F R A AT R R, BRI
R BRRRFARAA
http://lwww.bkstrf.com
Hi%: 010-88425560 HiE: 010-884255804rH1#808 {EE#806
Hohb: JERETIERE X E R8s St A T RERHHLE&#616%=  Hi4%: 100089

20184 5H
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